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Impact of Russian 
Disinformation in Germany
It is no secret that disinformation and foreign in-
formation manipulation and interference (FIMI) 
pose long-term threats to liberal democracies. 
Since the start of Russia’s full-scale war in Ukraine, 
Russian propaganda in the West and in Germa-
ny has taken on a different dimension. It aims to 
undermine Western democracy, stir up fear, and 
weaken the support for Ukraine. 

In the past, the dangers of Russian pro-
paganda have not been taken seriously 
enough in Germany, both among the 
population and in politics.

 
There is no question that an institutional de-
fense mechanism against propaganda should be 
strengthened to boost the resilience of societies 
and the state. Unfortunately, in the past, the dan-
gers of Russian propaganda have not been taken 
seriously enough in Germany, both among the 
population and in politics. This article describes 
the main instruments of Russian propaganda in 
Germany, their impact on society and politics, and 
the strategies Berlin is pursuing to combat disin-
formation and FIMI. 

Means and Methods of Russian 
Propaganda in Germany
 
Russian propaganda has various methods and in-
struments to influence public opinion in Germa-
ny. Russian propaganda has been systematically 
pursued in Germany, particularly since the start 
of the war of aggression against Ukraine. 
 

Russia relies on a complex network 
of state or state-controlled actors to 
spread disinformation, including the 
German-language Russian state media, 
official diplomatic and Kremlin-affil-
iated social media accounts, political 
organizations, cultural associations, 
oligarchs, foundations, and think tanks.

Russia relies on a complex network of state or 
state-controlled actors to spread disinformation, 
including the German-language Russian state 
media, official diplomatic and Kremlin-affiliated 
social media accounts, political organizations, 
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cultural associations, oligarchs, foundations, and 
think tanks. The narratives and disinformation 
mainly focus on allegations, stereotypes, texts, 
and videos with content in line with Russia’s pro-
paganda message box, which aims to convince, 
scare, and alarm the German public.  
 
The Russian state’s foreign television channel, 
Russia Today (RT), has proven to be a particularly 
successful player since the start of the Russian in-
vasion in 2014. In March 2022, the European Union 
decided to ban RT across Europe for distorting 
facts and attempts at destabilization. Neverthe-
less, the broadcaster can still be accessed as RT 
DE provided its users with detailed information 
on how to circumvent the restrictions. In Febru-
ary 2023, the online content was available on six 
pages with different URLs. Interview guests and 
guest authors who regularly published on RT DE 
can still be found on “alternative media,” such as 
the YouTube channel InfraRot Medien - Sicht ins 

Dunkel and the blog Anti-Spiegel, as well as Alina 
Lipp’s Neues aus Russland. All of these actors are 
Putin supporters who justify the war in Ukraine. 
 
Crisis topics are also trendy: refugees, energy, 
and inflation. The German government is noto-
riously portrayed as incompetent, and a lot of at-
tention is given to anti-NATO and anti-American 
narratives. According to the study conducted in 
2022, almost one in five people surveyed in Ger-
many agreed with the statement that the Russian 
war of aggression was a reaction by Russia to a 
provocation by NATO, while 21% partially agreed. 
In total, almost 40% of those surveyed agreed 
with the Russian version either fully or partially.

Another influential instrument of Russian propa-
ganda in Germany is “fake accounts,” which de-
liberately spread false information about Ukraine 
and attempt to influence domestic politics. Fake 
links often use the logos of German and interna-
tional online magazines (Spiegel, Welt, Bild, and 
Daily Mail) while spreading pro-Russian propa-

ganda. With such coordinated influence cam-
paigns, Russia is attempting to manipulate Ger-
man society’s opinion and influence political 
decisions in the Kremlin’s interests. 

In January 2024, the German Foreign Ministry 
uncovered a massive Russian campaign of lies on 
the X platform. In September 2023, a tweet was 
allegedly spread by German Foreign Minister An-
nalena Baerbock that “the war in Ukraine will be 
over in three months.” It is estimated that over 
50,000 fake accounts and one million tweets in 
the German language are used by Russian pro-
paganda channels to manipulate public opinion. 
There is also evidence of the use of artificial in-
telligence. With the European elections and three 
state elections in eastern Germany coming up, 
where the pro-Putin and right-wing populist par-
ty Alternative for Germany (AfD) is expected to 
receive a significant number of votes (according 
to the latest polls, around 30%), there is a high 
risk that Russia could intervene in the election 
campaigns to distort the electoral results. 

German Domestic Politics and 
Russian Propaganda

Russian propaganda often relies on open let-
ters, petitions, and calls for peace negotiations 
between Ukraine and Russia, which the West 
allegedly prevents. The left-wing politician Sah-
ra Wagenknecht often uses the distorted state-
ments of Volodymyr Zelenskyy, or Western pol-
iticians, which are usually taken out of context 
and proliferated by Russian propaganda media. 
Wagenknecht has repeatedly claimed that the 
Ukrainian president is against peace negotiations 
and publicly advocated stopping all arms exports 
to Ukraine to push it to the negotiation table. 
Her party - Sahra Wagenknecht Alliance – Reason 

and Justice, founded in January 2024, already has 
6% nationwide, which indicates that it could be 
elected to the Bundestag in 2025 and the Europe-

https://cemas.io/publikationen/desinformation-und-angriffskrieg/2023-02-24_EinJahrRussischerAngriffskriegDesinformationInDeutschland.pdf
https://merlin.obs.coe.int/article/9427
https://gegneranalyse.de/fallstudie-4-rtde/#sub1
https://gegneranalyse.de/christoph-becker-abschlussbericht-gegenmedien-als-radikalisierungsmaschine/
https://cemas.io/publikationen/desinformation-und-angriffskrieg/2023-02-24_EinJahrRussischerAngriffskriegDesinformationInDeutschland.pdf
https://www.spiegel.de/ausland/storykillers-so-funktioniert-das-system-von-fakenews-und-hetze-a-6614b088-8d2b-40d8-b08a-50fb3d2aa805
https://www.tagesschau.de/inland/innenpolitik/deutschland-friedensverhandlungen-ukraine-100.html
https://www.spiegel.de/politik/deutschland/desinformation-aus-russland-auswaertiges-amt-deckt-pro-russische-kampagne-auf-a-765bb30e-8f76-4606-b7ab-8fb9287a6948
https://www.spiegel.de/politik/deutschland/desinformation-aus-russland-auswaertiges-amt-deckt-pro-russische-kampagne-auf-a-765bb30e-8f76-4606-b7ab-8fb9287a6948#bild-8523946d-e924-476e-acc2-940b0cf8ec57
https://www.t-online.de/nachrichten/deutschland/gesellschaft/id_100042596/ukraine-krieg-prorussische-kampagne-das-steckt-hinter-den-fake-artikeln.html
https://www.fr.de/politik/neue-umfrage-deutschlandtrend-bundestagswahl-fdp-christian-lindner-ampel-92877453.html
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an Parliament in June 2024. The European elec-
tions manifesto of Wagenknecht’s party rejects 
Ukraine’s accession to the EU and emphasizes 
that the war in Ukraine is a bloody proxy war be-
tween NATO and Russia.

It is clear that anti-Western narra-
tives and the message that the West is 
to blame for the war, spearheaded by 
the Russian propaganda machine, are 
finding fertile ground among the radical 
right and left electorate in Germany.

The Manifesto for Peace in Ukraine, written by 
Wagenknecht and supported by one of the lead-
ers of the right-wing populist AfD, also advocates 
for suspending military support to Ukraine. On 25 
February 2023, the manifesto drew over 13,000 
persons near the Brandenburg Gate, causing in-
tense debates in the German media and political 
spectrum. Such manifestos and similar under-
takings are successfully used by the alternative 
press against Ukraine and the West to scare the 
population with the possibility of a nuclear war 
with Russia. It is clear that anti-Western narra-
tives and the message that the West is to blame 
for the war, spearheaded by the Russian propa-
ganda machine, are finding fertile ground among 
the radical right and left electorate in Germany.

Following Chancellor Olaf Scholz’s public rejec-
tion of the delivery of Taurus missiles to Ukraine, 
the Russian media published a wiretapped re-
cording of a Webex conversation of German mil-
itary officers. Among other topics, the conver-
sation discussed whether Taurus missiles would 
be technically capable of destroying the bridge 
built by Russia connecting the Russian mainland 
with the Crimean Peninsula. They also discussed 
whether Ukraine could manage the shelling with-
out the involvement of the Bundeswehr, for ex-
ample, in target programming. The recording also 
revealed that there is no green light at the polit-

ical level for the delivery of the cruise missiles to 
Ukraine. 

It is clear that the Taurus affair demonstrated the 
Kremlin’s power by showing that the FSB could 
listen to the German generals and their com-
munication system. The question remains about 
where else and how deeply the FSB carries out 
such surveillance operations in Germany. Fur-
thermore, it is certainly no coincidence that the 
recording was published a day after Navalny’s 
funeral and the revelations about the Wirecard 
scandal. However, a major goal of this leak was to 
ensure that Taurus missiles would not be sent to 
Ukraine. 

The Kremlin has thus created an at-
mosphere in which the majority of 
the German population is even more 
opposed to the delivery of the Taurus 
missiles to Ukraine.

The Kremlin has thus created an atmosphere in 
which the majority of the German population is 
even more opposed to the delivery of the Taurus 
missiles to Ukraine; according to recent surveys, 
59% of Germans are against it, and only 34% are 
in favor. In addition, the Taurus affair ensured 
that the Chancellor continued to categorically 
rule out the Taurus delivery despite increasing 
opposing opinions in the governing coalition and 
the CDU-CSU faction. The affair also reinforces 
Chancellor Scholz’s fears that the missiles could 
be fired at targets in Russia without German con-
trol and that Germany would thus be drawn into 
the war. In doing so, he is, above all, signaling mis-
trust towards his Ukrainian partners. And sowing 
distrust between Ukraine and Germany is clearly 
a goal Russian propaganda aspires to achieve. 

The Taurus affair demonstrated how pro-Russian 
forces in Germany embraced the Russian narra-
tive that the German military was preparing for 

https://www.tagesspiegel.de/politik/manifest-fur-frieden-irritiert-wagenknecht-und-schwarzer-fordern-ein-ende-der-waffenlieferungen-9329168.html
https://kastel-labs.de/news/taurus-wiretapping-affair/
https://www.zdf.de/nachrichten/politik/deutschland/scholz-taurus-leak-mitschnitt-russland-luftwaffe-aufklaerung-100.html
https://www.spiegel.de/politik/deutschland/wirecard-skandal-wie-der-manager-jan-marsalek-zum-spion-wurde-a-5cb415ed-0029-4754-8bd5-f4120f4baf83
https://www.zdf.de/nachrichten/politik/politbarometer-taurus-ukraine-100.html


5

KHATIA KIKALISHVILI Issue №05 | April, 2024

a war of aggression against Russia. Sahra Wagen-
knecht (BSW), Dietmar Bartsch (Linke), and Tino 
Chrupalla (AfD), despite different political plat-
forms, gladly embraced this spin, which originat-
ed in Moscow from the Russian propaganda me-
dia. Russian propagandists, like Dmitrii Kiseliov, 
threatened to retaliate against Germany and hit 
such targets as the Fehmarnbelt Bridge, the Ho-
henzollern Bridge in Cologne, the Rugen Bridge, 
and the Magdeburg Water Bridge. When German 
politicians start repeating Russian propaganda’s 
talking points, the disinformation proliferates 
and is a lot harder to counter.

Institutional Response to 
Russian Propaganda 

Since the beginning of 2022, the German govern-
ment has expanded its efforts to combat disin-
formation at the institutional level. The Federal 
Foreign Office plays an important role in this, 
focusing on disinformation and FIMI originating 
from foreign states. The Federal Ministry of the 
Interior (BMI) coordinates the detection of and 
defense against hybrid threats, particularly dis-
information, across the departments. The BMI’s 
activities include the Link to Factchecker on the 
federal government’s website, regular press brief-
ings on the topic, and outreach to the Parliament. 
The Minister of the Interior presented a strategy 
against right-wing extremism in February 2024, 
which, among other things, includes the estab-
lishment of an early detection unit of the feder-
al government to identify foreign disinformation 
campaigns well in advance. 
 
In February 2024, Foreign Minister Annalena 
Baerbock took a further step against Russian cy-
ber propaganda with her French and Polish col-
leagues, Stéphane Séjourné and Radoslaw Sikor-
ski. The three countries agreed on a joint early 
warning mechanism against Russian troll attacks. 

During the European elections, the French gov-
ernment expects a massive increase in Russian 
activities aimed at disinformation and influencing 
popular opinions in multiple European countries. 
According to the French Ministry of Defense, 
we are “only at the beginning of a major wave of 
fake news.” Given the tense relationship between 
France and Germany over the Taurus issue, the 
public received the revival of the so-called “Wei-
mar Triangle” positively.

There are encouraging signs at the state and civ-
il society level, especially after 22 February 2022, 
that the threat of Russian propaganda is taken 
seriously in Germany.  According to March 2024 
data, 82% of the German population considers 
Russia’s attempts to influence politics in Germa-
ny with false information and intelligence activ-
ities to be very dangerous or dangerous. In addi-
tion to creating new strategies and coordination 
centers, increasing attention is paid to education 
in schools and universities aimed at strengthen-
ing media literacy. Prebunking is one of the most 
successful means of defusing disinformation. It 
provides an opportunity to take proactive action 
against false information before it is spread and 
to sensitize people and strengthen their resil-
ience to propaganda content. 
 
Nevertheless, more vigilance and political will 
from the democratic center would be desirable 
to educate people about the danger of Russian 
disinformation, objectively describe how the 
Kremlin is endangering the European security 
architecture, and explain what it would mean for 
Germany if Putin won the war in Ukraine. 
 

More courage is now required in pol-
itics, civil society, and the media to 
jointly combat Russia’s hybrid war 
against the West and with long-term 
results.

https://twitter.com/Deu_Kurier/status/1765065001583411409
https://nashaniva.com/ru/337979
https://dserver.bundestag.de/btd/20/052/2005250.pdf
https://www.spiegel.de/ausland/frankreich-deutschland-und-polen-vs-russische-cyber-propaganda-a-714f2dd7-e8ee-4663-b172-4280b249c480
https://www.zdf.de/nachrichten/politik/politbarometer-taurus-ukraine-100.html
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More courage is now required in politics, civil 
society, and the media to jointly combat Russia’s 
hybrid war against the West and with long-term 
results. The campaign for the 2025 federal elec-
tions has already unofficially begun. The Taurus 
missile affair and the analysis of Russian propa-

ganda during the last two years show that the 
fear of being dragged into the war affects polit-
ical decision-making and discourse in Germany. 
The German public appears just as vulnerable to 
Russian foreign information manipulation and in-
terference as any other European nation ■


